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ANNEX F

SECURITY AND LAW ENFORCEMENT

F-1. Coordination.  Commanders shall ensure physical security plans are developed for
all primary facilities and coordinated with appropriate local, state, Federal, and military
authorization.  Security and law enforcement offices shall review copies of the
appropriate Continental United States Army (CONUSA) land and air defense plans.

F-2. Planning.  Continuity of operations requires proper planning of physical security. 
Security personnel at every level shall coordinate with staff elements to ensure security
measures are included as a part of the overall planning process.  Continuity of
operations planning requires security personnel to coordinate requirements for
protection of primary facilities with appropriate civil and military authorities.  At all times,
security personnel shall ensure compliance with the provisions of AR 530-1.

F-3. Classification Guidance.

a. Unclassified Information.

(1) Instructions regarding alert procedures, transportation, general duties,
financial arrangements, and other similar matters that must be known by involved
personnel.

(2) General information pertaining to the overall continuity of operations
program, such as the fact that USACE has alternate plans and facilities, and that
periodic tests will be conducted.

(3) Information pertaining to executive direction, such as designation of
successors in command and delegation of authority.  (Note:  Alternate Headquarters
designations within USACE will be classified confidential.)

b. Classified Information.

(1) Location of duplicate emergency files, an Alternate Headquarters (AH), or
Emergency Relocation Site (ERS).

(2) Planning assumptions regarding nature of threat and weapons effects,
except those unclassified assumptions developed by JCS for crisis relocation planning.

(3) Security measures to be used for protection of personnel in transit to and
during occupation of ERS.

(4) Special communication preparations.

(5) Overall personnel strength and composition within an AH or ERS.

(6) Details regarding operations of the EOC, AH, or ERS.
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(7) Resource management reports which relate nature of expenditures, payroll,
size of work force strategic locations, key facility operations, manpower shortages, or
finance/accounting or budget activities likely to be of value to a hostile force.

c. Review.  Completed draft and final FOA COOPs will be reviewed by security and
law enforcement officers for compliance with classification standards.


